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Context

Private records of 147.9 million Americans along with 15.2 million British citizens and about 19,000

O% Canadian citizens were compromised in the breach, making it one of the largest cybercrimes related
$425M to identity theft.

@ The Equifax data breach occurred between May and July 2017 at the American credit bureau Equifax.

Wired Magazine, “Equifax has no excuse”, September 2017
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Failure to patch two-month-old bug led to %}
massive Equifax breach
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open source March 2017

. CVE-2017- 5638

Critical Apache Struts bug was fixed in March. In May, it bit ~143 million US consumers.
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Abstract

With the rise of social coding platforms that rely on distributed version control systems,
software reuse is also on the rise. Many software developers leverage this reuse by creating
variants through forking, to account for different customer needs, markets, or environments.
Forked variants then form a so-called software family; they share a common code base and are
maintained in parallel by same or different developers. As such, software families can easily
arise within software ecosystems, which are large collections of interdependent software
components maintained by communities of collaborating contributors. However, little is
known about the existence and characteristics of such families within ecosystems, especially
about their maintenance practices. Improving our empirical understanding of such families
will help build better tools for maintaining and evolving such families. We empirically explore
maintenance practices in such fork-based software families within ecosystems of open-source

software. Our focus is on three of the largest software ecosystems existence today: Android,
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Concrete Example

l’g apache [ kafka ' public

extraction_date 2023-03-27

M _.githooks [LI-HOTFIX] CI: Add prepare-commit-msg hook to help format comm...

B _github/workflows [LI-HOTFIX] Remove Cl on push and tests when creating a release (#...

* wyuka [LI-HOTFIX] [Delayed Election PR - Part 1] When a corrupted broker jo... - 91a3559 5days ago o 9,609 commits

10 months ago

7 months ago

& Watch 11k~ % Fork 12.4k . Yy Star 24.5k -
<> Code 7 Pullrequests 1k () Actions [ Projects () Security |~ Insights
¥ trunk ~ | ¥ 47 branches © 208 tags Go to file Add file ~ <> Code ~ About
Mirror of Apache Kafka
e jeqo KAFKA-14843: Include Connect framework properties when retrievingc... - 5afeddd 1hourago O 10,981 commits
scala kafka
W bin KAFKA-14586: Moving StreamResetter to tools (#13127) 4 hours ago
] Readme
B8 checkstyle KAFKA-14586: Moving StreamResetter to tools (#13127) 4 hours ago &% Apache-2.0, Apache-2.0 licenses found
M clients KAFKA-14848: KafkaConsumer incorrectly passes locally-scoped se... yesterday @ Code of conduct
& Security policy
M config MINOR: Remove unused ZooKeeper log level configuration from “co... last month
¢ 24.5k stars
B connect KAFKA-14843: Include Connect framework properties when retrievin... 1 hour ago ® 1.1k watching
B core KAFKA-14586: Moving StreamResetter to tools (#13127) 4 hours ago ¥ 12.4k forks
415 1,787
linkedin apache
unique unique
commits commits
Y linkedin [ kafka ' Public @ Watch 31 ~ ¥ Fork 128k | ~ Y7 Star 126
forked from apache/kafka
<> Code [1 Pullrequests 15 & 3 projects |~ Insights
P 30-li ~ ¥ 87brangs © 342 tags Go to file Add file ~ <> Code ~ About
Mirror of Apache Kafka
This branch is 415 commits ahead, 1787 commits behind apache:trunk.
[J Readme

& Apache-2.0, Apache-2.0 licenses found
¥ 126 stars
& 31 watching

¥ 12.4k forks

This is the version of Kafka running at
LinkedIn.




Concrete Example:

Buggy code from upstream gmk/gmk_firmware Missed Opportu n Ity
1 return 1 file - Pull request
g } wglle (p < (u1nt16 t *)SYMVAL(__eeprom workarea end__)) extraction date 2021-07-20
4 . flashend = (uint32_ t)((ulnt16 t *)SYMVAL(__eeprom workarea _end__) - 1); o Buggy line —
~ gccl0 [...] build warning #12587

Patched code from upstream (Pull request)

1 return ;

2 ¥

3 } while (p < (uintl6_t =)SYMVAL(__eeprom_workarea_end__)):

4 flashend = (uint32_ t)(p - 1); 4= Patched line
J ig

Diff for patch in upstream

1 @@ -363,7 +363,7 @@

2

3 } while (p < (uintl6_t =*)SYMVAL(__eeprom_workarea_end__));

4 - flashend = (uint32_t) ((uintl6_t =)SYMVAL(__eeprom_workarea_end__) — 1); Hunk
5 - flashend = (uint32_t)(p - 1);

File from divergent fork at git head  sekigon-gonnoc/gmk_firmware

1 return;

2 }

3 } while (p < (uintl6_t %)SYMVAL(__eeprom_workarea_end__)):

4 . flashend = (uint32_t) ((uintl6_t =x)SYMVAL(__eeprom_workarea_end__) — 1); < Buggy line
B s




Research Questions

1. RQ1: How many cases of effort duplication and missed opportunities exist between divergent
variants?

2. RQ2: How much patch technical lag exists between the source and target variants in divergent
variants?
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Results

RQ1: How many cases of effort duplication and missed opportunities exist between
divergent variants?
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RQ1: How many cases of effort duplication and missed
opportunities exist between divergent variants?
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Results

RQ2: How much patch technical lag exists between the source and target variants in divergent

variants?
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technical lag (weeks)

What do we learn from the results?
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PaReco: Proof-of-Concept patch recommender
tool 13



Current Work on PaReco
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